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WipeCenter - Introduction @

WipeCenter is the management application inside YouWipe, dedicated to
manage the erasure reports.

Relative to the erasure process, the information from the reports is

automatically updated before the erasure (pre-report), during the erasure

(report update) and after erasure (final report). @ WipeCenter

v5.0.0

YouWipe will send the reports to the cloud (Cloud WipeCenter) and/or to
the local server (Local WipeCenter).

Location of cloud/local servers

The Cloud WipeCenter can be found at: https://cloud.youwipe.com

The Local WipeCenter can be found at: localhost:2000

Syncing cloud and local servers

If desired, it's possible to have the reports sent to both locations (cloud and local). In order to do that, you need to pre-
install the iPXE Appliance and the Local WipeCenter. YouWipe will send the reports either to the local WipeCenter
instance or to the cloud WipeCenter instance depending on configuration and they will be synchronized to the other
instance.

youwipe.com | Contents



https://youwipe.com/

WipeCenter Authentication & Session Management

1. Type-in the username and password in the dedicated fields.

2. Press the "Log In" button to attempt login.

« ] O B cloud.youwipe.com/login
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WipeCenter Authentication & Session Management @

You can login to the WipeCenter from any machine in your regular network, if the Internet line also has a static IP. If you
have the IP, login to http://[IP]:2000, where [IP] is the static IP of that machine (like http://10.0.0.1:9000, for example).

youwipe.com | Contents


https://youwipe.com/

WipeCenter Dashboard

After login, the WipeCenter Dashboard is shown:

« C O & cloud.youwipe.com/ul g g 5 v =
Dashboard
SRS Summary Overview
Overview of erasure activity and performance.
o
a 75 @ 21.3% o 1 1) 241t COze
. . 2 Visual
Detailed Statistics -
Erasure Statistics Erasures by Status
Erasure failure 1
75 16 59 58 1
Total Complete Failed Mot Fulfilled
Erasure success 16
, Complete Erasure 16 PN
75 Failed Erasures 59
Erasure not fulfilled 58
Not Fulfilled 58

The WipeCenter Dashboard provides a summary overview and overall detailed statistics based on the erasure history.
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WipeCenter Report Menus @

YouWipe Erasure Software can produce reports of various layouts. The reports are organized inside WipeCenter in

categories accessible in the left bar menu.

These categories are "Disk Reports”, "Asset Reports”, "System Reports”, "Degausser Reports”, "Shredder Reports”, "Disk
Only Reports" and "Mobile/Mac Reports".

Each of these will be presented in the following pages.
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Disk Reports Menu

The "Disk Reports" menu contains the list of reports with HDD/SSD or USB erasure including the hardware information.

&« C O 8 cloudyouwipe.com/u

WipeCenter

Disk Reports

Erasure disk report history

O Delete O item(s)

All Statuses

All Export States

& 75 Reports
[l Tag Operator
[l FANGCV566 OPERATOR
[ EOD55E6CE OPERATOR
(] L3BVM3M OPERATOR

& 60 Licenses (@ 0 Asset Licenses

mm/ dd / yyyy &

Date [ Time

2026-06-30/13:00

2026-06-30/1110

2026-06-26 { 06:59

mm [ dd [ yyyy &

Disk Type

SSD[SATA [ 128GB

SSD/USE [/ 61.9GB

SSD/SATA { 2401GB

Standard

NIST SP 800-88 Purge

HMG Infosec Low

HMG Infosec Low

bk &g H o =

. Dorinlvanescu QA Admin

[» Log Out

4, Exportall ~ o, Export selected ~

Apply Clear

1-260f 75 < 1 >

Status Signature Actions

High leve Verified View PDF
Baseline level Verified View
Erasure Not Fulfilled Verified View PDF
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Asset Reports Menu

The "Asset Reports” menu contains reports based only on hardware information. This layout is useful when you have a

machine that doesn't have a hard drive, or was previously wiped and you only need to create an audit trail.

« le] O 8 cloud.youwipe.com/u 7 &g H wow =

W|peCent?r @ 60 Licenses (D 0 Asset Licenses be Dorin lvanescu QA Admin [ Log Out

Asset Reports

Asset report history

O Delete O item(s) &, Export all v o, Export selected ~

mm [ dd [ yyyy £ mm [ dd [ yyyy £

All Statuses v
All Export States v
Apply Clear
B 7 Reports -7of 7 < 1 >
[] Tag Operator Date / Time Serial Model CPU Signature  Actions
— 2026-03-03 / AuthenticAMD,AME 6110 APU AMD Radeon R2 e )
] FANGC OPERATOI - FANOCVE00418179  X550WE Graphics x86_64 @ 15GHz, logical CPUs: 4, Spead: 1500MHz Verified View PDF
— 2026-03-02/ Genuinelntel,Intel(R) Pentium(R) Dual CPU T3400 @ o )
- Verified PDF
Ll e OPERATOL g, LIBVMSM AM6FG ) 16GHz,xB6_64 @ 2.2GHz, logical CPUS: 2, Speed: 2166MH: erine View
— 2026-03-02/ AuthenticAMD,AMD E2-6110 APU with AMD Radeon R2 e . ,
L] FANGC OPERATOI na FANOCV500418179  XS50WE N i g ] RESle Larvieal CD1 e A Sroordt RIML Verified View PDF

10


https://youwipe.com/

youwipe.com | Contents

System Reports Menu

The "System Reports” menu contains the list of reports created at system level (if the machine has multiple drives, they
will all be presented in one report).

« C O & cloud.youwipe.com/ul g g 5 v =

W|peCenEeL[: @ 60 Licenses G) 0 A Neaes o Dorin lvanescu QA Admin [ LogOut

System Reports

System report history

System Reports

0 Delete O item(s) 4, Exportall ~ o, Export selected ~

mm/ dd / yyyy & mm / dd [ yyyy £

All Statuses v

Apply Clear

All Export States

& 38 Reports 1-250f 38 <« 1 >
(] Tag Operator Date [/ Time Serial Model Status Signature Actions
[ FANGCVE0E OPERATOR 2026-06-1/09:43 FANOCVS00418179 X550WE Erasure Failure Verified View PDF
[ L3BVM3M OPERATOR 2026-06-1/ 0616 L3BVM3M A4463FG Erasure Failure Verified View PDF
|:| L3BVM3M OPERATOR 2026-05-20 L3BVM3M 44463FG N/A Verified View PDF
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Degausser Reports Menu

YouWipe also provides Degaussers to demagnetize spinning drives. With the matching software, you can generate
Failed/Passed reports, while performing the demagnetization process.
The "Degausser Reports” menu contains the list of Degausser reports.

i g 5 o =

« C O B cloudyouwipe.com/u
. Dorin Ivanescu QA Admin [- Log Out

Degausser Reports

Degausser report history

&, Exportall v ok, Export selected ~

0 Delete o item(s)

%2) Degausser Reports

mm / dd [ yyyy £ mm [ dd [ yyyy 5

Shredder

All Statuses
All Export States
Report Upload
Apply Clear
£ 0 Reports -lof0 < 1 >
[l Tag Operator Date / Time Disk Type Standard Status Signature Actions
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Shredder Reports Menu

YouWipe can also produce shredder reports.

They are found in the "Shredder Reports" menu.
bk &g H wow =

€« C U 8 cloud.youwipe.com/u
Dorin Ivanescu QA Admin [> Log Out

Shredder Reports

Barin
ad

Shredder repart history
&, Exportall v ok, Export selected ~

O Delete o item(s)

mm/dd [ yyyy 4 mm [ dd [ yyyy 5

¥, Shredder Reports

v

All Statuses
All Export States
Apply Clear
T, Rel
£ 0 Reports -lof0 < 1 >
Actions

Status Signature

Report Fields

[} Tag Operator Date [ Time Disk Type Standard

L Admin
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Disk Only Reports Menu

The "Disk Only Reports” menu contains the list of reports that don't hold any machine hardware information, but only

erasure information and reporting details. These are concerned with HDD/SSD or USB device erasure.

« C O & cloud.youwipe.com/ul g g 5 v =

W|peCenEeL[: @ 60 Licenses G) 0 A Neaes o Dorin lvanescu QA Admin [ LogOut

Disk Only Reports

Disk-only report history
0 Delete O item(s) 4, Exportall ~ o, Export selected ~

mm/ dd / yyyy & mm / dd [ yyyy £

All Statuses v
All Export States v
Clear
& 71 Reports 1-250f 71 < 1 >
[ Field 1 Field 2 Date [ Time Disk Type Standard Status Signature Actions
[ EXTRA_ERA EXTRA_ERA 2026-06-30/13:00 SSD/SATA /128GB NIST SP 800-88 Purge High level Verified View PDF
[} EXTRA_ERA EXTRA_ERA 2026-06-26 | 06:59 SSD/SATA [ 2401GB HMG Infosec Low Erasure Not Fulfilled Verified View PDF
|:| EXTRA_ERA EXTRA_ERA 2026-06-15 [ 13:56 HDD/SATA [ 320.1GB Ext. HMG Infosec Low Erasure Mot Fulfilled Verified View PDF
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Mobile/Mac Reports Menu

The "Mobile/Mac Reports" menu contains the list of reports generated for erasure of Android, iPhone or MacBook

devices.
« @] U 8 coudyouwipe.com/u 7 g & o =

WIPECEHF I’ @ 60 Licenses @ ® el beee Dorin Ivanescu QA Admin [_> Log Out

Mobile/Mac Reports

Erasure mobile and Mac report history

O Delete o item(s) &, Exportall v ok, Export selected ~

mm [ dd [ yyyy & mm / dd [ yyyy &
All Statuses v
All Export States v
Apply Clear
& 22 Reports 1-22 of 22 < 1 >
[ Tag Operator Model Manufacturer Date [ Time IMEI Standard Status Signature Actions
— ihione Cryptographic
[ ] D OPERAT 55 Apple Inc. 2026-06-09/15:33 355669072994290,355669072994209 yptograp Success Verified View E
Erasure
(Global)
1 b OPERAT EF:G:ZE:|)ES Apple Inc. 2026-06-09 {1125 E:::J;’:'EF’“‘C Failure Verified View E

iBhrne
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WipeCenter Report Lists

In WipeCenter, the reports are organized in lists, that you can find in each of the Reports menus (such as "Disk

Reports"). Each list is distributed in pages, with a limit of 25 reports per page.

youwipe.com |

O Delete

All Statuses

All Export States

E 75 Reports

Tag

L3BVM3M

L3BWVM3M

L3BVM3M

L3BVM3M

L3BVM3M

Contents

o item(s)

Operator

OPERATOR

OFERATOR

OPERATOR

OPERATOR

OPERATOR

mm [ dd [ yyyy &

Date / Time

2026-05-20/ 08:32

2026-05-20/ 0816

2026-05-20/ 05:34

2026-05-19 / 1:44

2026-05-18 [ 07:20

mm [ dd [ yyyy &

Disk Type

SSD/SATA [ 240.1GE

SSD/SATA [ 240.1GB

SSD/SATA [ 240.1GB

SSD/SATA [ 240.1GE

SSD/SATA [ 240.GB

Standard

HMG Infosec Low

HMG Infosec Low

HMG Infosec Low

HMG Infosec Low

HMG Infosec Low

N2 Export all +~ N2 Export selected v

Status

Erasure Not Fulfilled

Erasure Not Fulfilled

Erasure Not Fulfilled

Erasure Not Fulfilled

Erasure Not Fulfilled

<

<

Apply Clear

26-500f 76 < 2

W

Signature Actions

Verified View
Verified View
Verified View
Verified View
Verified View

16


https://youwipe.com/

WipeCenter Report Lists

WipeCenter Report lists column headers

The report lists column headers might vary, from one menu to another. The general set of column headers, found in

most of WipeCenter menus with reports, is composed of:

General column header

Tag

Operator

Date/Time

Status

Signature

Actions

Menu

All report menus,
except "Disk Only
Reports”

All report menus

All report menus

All report menus,

except "Asset Reports”

All report menus

All report menus

Description

The "Tag" column usually contains the Drive Serial Number or the Eraser
Machine Serial Number.(*)

The "Operator” column can contain the name, initials or the employee code
of the operator who performed the erasure.

This column contains the date and time at which the report goes through
the last preparation, inside the YouWipe Erasure Software.(**)

This column shows information about the state of the erasure, after the
erasure process ended - "Success”, "Failure”, or "Erasure Not Fulfilled".

All reports are sent over highly encrypted and secured lines and then
checked for unauthorized modifications. All reports should have the
signature "Verified", shown in the "Signature" column.(***)

The report list "Action” column contains the "View" and "PDF" quick buttons,
that you can use to view or download the report in PDF format.

youwipe.com | Contents
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WipeCenter Report Lists @

(*) In the "Disk Reports Only" menu, the "Tag" column header is replaced by two custom columns, "Field 1" and "Field 2",
that contain the values set in the ISO custom fields.

(**) As the erasure process begins, the reports are automatically generated and sent to the WipeCenter cloud
(containing incomplete data). Until the erasure ends and the report goes through the final update, the Date/Time value
might vary.

(***) If the signature value is different, like "Failed”, or "Not found", you should contact our support team, as soon as
possible.
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WipeCenter Report Lists

Besides the general set of column headers, the Wipecenter report menus lists also contain custom column headers, as

shown below:

Custom column header

Disk type

Serial

Model

CPU
Manufacturer

IMEI

Menu

Disk Reports, Disk Only
Reports, Degausser
Reports, Shredder
Reports

Asset Reports, System
Reports

Asset Reports, System
Reports, Mobile/Mac
Reports

Asset Reports
Mobile/Mac Reports

Mobile/Mac Reports

Description

In this column you can find information about the type of the erased drive
(SSD, HDD), if the drive is SAS, SATA (or USB) and the size of the drive.

This column contains the serial number of the eraser machine.

This column contains the model number of the erased drive/ device.

This column contains the CPU information of the eraser machine.

This column contains information about the device manufacturer.

This column contains information about the device IMEI number.

youwipe.com | Contents

19


https://youwipe.com/

WipeCenter Reports Lists

WipeCenter Report Search Filters

At the top of any WipeCenter reports lists, there is a "Search” section that provides report filters by reference values,
date, erasure status and export states.

] Delete © item(s) & Exportall v o Export selected ~

Q. Search mm [ dd [ yyyy mm [ dd [ yyyy
All Statuses v
All Export States \-r]
Clear
& 37 Reports 1-25 of 37 < 1 >
[ Tag Operator Date [/ Time Serial Model Status Signature Actions
L] FANBCV50E OPERATOR 2026-06-T1/ 09:43 FANOCV500418179 X550WE Erasure Failure Verified View
] L3BVM3M OPERATOR 2026-06-11/ 0616 L3BVM3M AA463FG Erasure Failure Verified View
] L3BVM3M OPERATOR 2026-05-20 L3BVM3M 44463FG NfA Verified View
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WipeCenter Reports Lists

The WipeCenter report filtering can be done by using the integrated range or category filters, described in the tables

below:

Filter name

Date filter

Reference value filter

WipeCenter Range Filters

Description

Use the Start/End date input boxes at the right of the search filter input field.

The date format should be "mm/dd/yyyy".

WipeCenter report search filter allows selecting a list of reports that have a
similar reference value in the "Tag" and "Operator” columns.

youwipe.com | Contents
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WipeCenter Reports Lists

Filter name Options
Filter by erasure o All Statuses (default)
statuses e Success

e Failure

e Erasure not fulfilled

Filter by export state e All Export States (default)
e Already Exported
e Not Yet Exported

WipeCenter Option Filters

Search section "Apply" and "Clear” buttons

Description

The erasure status can also be a report filtering criteria.
Choose the status category from the "Status” list button, under
the main search input box.

Knowing which reports were exported or not can save you a lot
of time. WipeCenter also provides a filter by export state -
select the desired state from the "Export State" list button,
under the "Status" filter, described above.

In WipeCenter search sections, after writing / selecting the desired filtering criteria(s), applying or discarding any

filters is done via the "Apply" and "Clear" buttons, found at the bottom of any WipeCenter report search section, below

the "Export State" option filter button.
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WipeCenter Report Export

Exporting the reports

In WipeCenter, you can quickly view or download the reports in PDF format, by using the buttons available in the

"Actions” column, available in every reports list.

WipeCenter also provides dedicated export features, integrated in the "Export All" and "Export Selected" buttons, found

at the top-right corner of any WipeCenter reports search section.

youwipe.com

mm [ dd [ yyyy &

Date [ Time

2026-06-30 /13:00

2026-06-30 /110

2026-06-26 [ 06:59

2026-06-12 / 07:4

mm [ dd [ yyyy &

Disk Type

SSD/SATA [ 128GB

SSD/USB [ 61.9GB

SSD/SATA [ 240.1GB

HDD/SATA [ 536.9MB

Standard

NIST 5P B00-88 Purge

HMG Infosec Low

HMG Infosec Low

None

o Export all ~

Status

High leve

Baseline level

Erasure Not Fulfilled

Erasure Not Fulfilled

o, Export selected v

<

<

Apply Clear

1-250f 75 <« 1 >

Signature Actions

Verified View

Verified View

Verified View

Verified View

00 Delete O item(s)

All Statuses

All Export States

E 75 Reports
[ Tag Operator
FANGCV50E OPERATOR
EOD55E6CE OPERATOR
] L3BVM3M OPERATOR
] SERIAL MATET
| Contents
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WipeCenter Report Export @

Export Selected
Use this option when you want to export only certain reports from the report list (batches or singular selections).

Use the selection boxes from the left of each report list line, to choose which reports you want to export. If the list has
more pages, you can switch between them (use the left-right arrows near the report page number box, or simply insert

the page number) and select the required reports.
Export All

Use this option when you want to export all the reports from the list in a specific Wipecenter Reports Menu (all pages).
Keep in mind that there is a limit of maximum 1000 reports per export in the cloud version.

WipeCenter Exporting Formats
To download the reports, press "Export selected" or "Export All" buttons and select the desired format.

In WipeCenter, the available export formats are PDF, CSV, JSON, XML and Summary Report.

youwipe.com | Contents
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WipeCenter Accesibility Menus

Besides the reports menus, WipeCenter contains menus with features that make the report management process

easier, for personalised erasure environments.

Report Upload menu

This menu provides the possibility to upload USB saved erasure reports to the WipeCenter platform. Drag and drop or
use the "Open File" button, then press "Upload file", to upload the .youwipe files, that you should find on your USB.

« C O 8 cloud.youwipe.com g g 5 v =

WipeCentgr & 60 Lic © O Asset Licenses s..  Dorin Ivanescu OA Admin [ Log Out

D

Report Upload

Disk Reports

Import erasure reports from file

Drag & drop your file here

or click Open File to browse

, Report Upload

Remote Control
Report Fields

,  Admin Open File
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WipeCenter Accesibility Menus

Remote Control Menu

This menu gives remote access over an erasure. Boot the ISO, connect the device you want to erase to the eraser

machine (if needed), then login with your WipeCenter user account and manage the erasure remotely.

« C O & NotSecure o~ http://cloud.youwipe.ro/ui s g fH o =

WipeCente‘r @ 0 Asset Licenses e youwipestaging matei23 [+ Log Out

44463FG

WHOLE MACHINE

DESTRUCTIVE

HMG Infosec Low v
DISKS
Report Upload
/dev/sda
BRRRRRRRRRRNRRRRNNRRRN ]
/dev/sdb

READY . AVATLABLE

HMG Infosec Low hd
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WipeCenter Accesibility Menus

Report Fields Menu

The "Report fields" menu gives the possibility to manage the report custom fields via the WipeCenter application. You

can create/ delete fields and set editing limits for field labels and values ("Mandatory"/"Lock Value"/"Lock Label"

options).

«

youwipe.com

&)

WipeCenter

Contents

O B cloudyouwipe.com/u w g H v =

@ 60 Licenses @ 0 Asset Licenses . Dorin lvanescu QA Admin

77d7echf-a3@a-4b47-abl9-21727439876e

[» Log Out

Report Fields

Per-organisation schema sent to the eraser appliance. Add the slots that should appear during
erasure, set their labels, default values, and per-field validation. Any unconfigured slot falls back to

the eraser's compile-time default

Session 16 Disk 1 Mobile/Mac © Reload from server
FIELD LABEL DEFAULT VALUE MANDATORY LOCK LABEL LOCK VALUE DELETE
Field 1 fl Extra_erasure1 (] x
Field 2 f2 Extra_erasure2 O O x
Field 3 f3 Extra_erasure3 [ [ x
Field 4 f4 Extra_erasured O O [ x
Field 5 fs O (] x
Field 6 f6 O [l x
Field 7 f7 O (] x
Field 8 fa O ] *
Field 9 fa J (] x
Field 10 flo J (] x
Fiald 11 11 ™ m "
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WipeCenter Accesibility Menus

Admin Menu

The WipeCenter "Admin" menu provides access to changing the user password, if desired.

« le] O 8 cloud.youwipe.com/u 7 g o5 &M=

WipeCentgr @ 60 Licenses G) O Asset Licenses bere Dorin Ivanescu QA Admin [ LogOut

Admin

Reset operator password

Reset Password

Current Password

Current Password empty
New Password
&
New Password empty
& Report Fields
o Admin Confirm Password

Confirm Password empty

Change Password
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WipeCenter Accesibility Menus @

Log Out

Logging out of a WipeCenter session is done via the "Log Out" button, found at the top-right corner of the WipeCenter

application window, next to the user name.
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