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1ISO 27001

COMPLIANT

Youwipe hereby guarantees providing outstanding product performance for a complete data erasure

and related functions. Youwipe assures all data from treated devices is completely erased and cannot be
recovered by current technology. Moreover, Youwipe has been successfully tested and certified to meet the
NIST SP 800-88, Physical Purge (High security level 2) standard.

ISO 27001 is an information security management certification that ensures the correct security processes
are in place when disposing of IT assets and data. Holding this certification demonstrates a vendor’s ability
to manage confidential information to the highest security standards.

ISO 27001 has two main sections that relates to data erasure.

1. Section A.11.1.2 relates to IT equipment and states that, “all items of equipment containing storage media
shall be verified to ensure that any sensitive data and licensed software has been removed or securely
overwritten prior to disposal or re-use”.

2. Section A.8.3.2: relates to disposal of media and states that, “Media shall be disposed of securely when no
longer required, using formal procedures”.

YouWipe is fully compliant and addresses the above, by ensuring you receive from our certified partners a,
tamper-proof erasure certificate per treated asset, auditing, and identifying they have undergone the data
wiping, whether laptops, PC’s, servers, storages, smartphones and printers, identifying asset identification
details, such as model, make, system serial-number, drive-serial number, and, the erasure status.

At the end of the wiping process, the devices are clean of data, and secure for re-use, donation, or
re-marketing.

Youwipe is also compliant with the following regulations

EUROPEAN UNION: Erasure done in accordance with REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL on the protection of individuals with regard to the processing of personal data and on the free
movement of such data (General Data Protection Regulation) [Document 52012PC0011].
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52012PC0011&from=en

UNITED STATES: data media sanitation in compliance with NIST SP 800-88 rev 1
http://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf

GENERAL: Administrative/Privacy/Security policies in, PCI DSS, HIPAA and SOX require secure data removal.
Youwipe ensures regulatory compliance with data destruction, reporting and auditing capabilities




